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A World in Turmoil: Charting America’s Course
 
Purpose:  To highlight the national security challenges the next president will face in 2017 and beyond.
Background: This conference is part of a continuing Center for a New American Security (CNAS) annual series addressing national security concerns.  The 2015 presentation suggests that the next president will inherit “a world in turmoil” and offers ideas on how to address the changed security environment.  
Bottom Line Up Front: Though formidable, threats from Islamic State (IS), a nuclear capable Iran, and proliferated unmanned systems are not insurmountable.  At the same time, the American “energy revolution” hints at both promise and peril, while a rising China and an obdurate Russia highlight a difficult way ahead.
Discussion
Orienting to the World in 2025
Numerous factors have thrown into stark relief some important trends most especially in technology.  Technology advances of the last few years have essentially “shrunk geography,” as have the remarkable growth of the global populations most of all in the littorals.  Additionally, there has been a seismic shift in the diffusion of power enabled mostly by a significant increase in connectivity. On one level, the empowerment of individuals and groups, given voice at last, is beneficial, but, on another level these trends signal a troubling decrease in the ability of conventional governments to impose law and order.  More worrying still is that the proliferation of technology has empowered and encouraged other state, non-state, and proxy mischief.  Moreover, the movement of people, goods, money, and disease threat vector is facilitated by this new reliance on technology, further highlighting both the good and the bad of modern times.
Where and how to track trends and evaluate their worth looking out are vexing questions.  The mysteries of forecasting and its ability to make fools of everyone are formidable.  For example, it seems the least best place to have been to predict the fall of the Soviet Union was in the Politburo in Moscow.  Thus it seems that new tools are required rather than continued reliance on an anachronistic intelligence method that “guides discovery…that senses emergent behavior…and shows where not to look as much as it shows where to look.”  
In a related manner technical investment should be seen as an important element of national power, not just as a means to harness incremental improvements at the margins.  Successful and enduring breakthroughs and evolution in technology cycles in the past were signified by what could be termed the “double pump.”  Historical examples abound and may provide a logic pathway for further investigation.  Namely, the tank first developed by the British in response to an infantry problem was used primarily as an infantry support vehicle.  It was evident that getting away from that paradigm was going to be difficult.  Consequently, it was the Germans who “freed” the weapon and introduced massed formations as maneuver elements thereby unlocking the weapon’s full potential. Likewise, the submarine was used by the Japanese in a very limited fleet support role, a role they never strayed far from.  But it was the Americans in particular, using submarines on an industrial scale as independent strikers that ravaged Japanese commerce on a continual basis eventually bringing the empire to its knees.  Both the tank and submarine have gone on to bigger and better things, benefiting from technological advances in metallurgy, sensors, command and control, and weapons.
In similar fashion the double pumps of yesteryear will have to be replicated once pioneering developments in directed energy weapons, hypersonic air travel, and unmanned and autonomous systems mature sufficiently.  Staying ahead in the technology race will afford the U.S. unique benefits and significant “leap-aheads” as long as their potential is envisioned now.  In short, the potential turmoil and turbulence offered by disruptive technologies will have to be embraced rather than eschewed, welcomed rather than feared.  
While advancing technologies are certainly daunting perhaps the more problematic issue surrounds the interactions of states, peoples and organizations.  In this regard, there are three regions, for widely different reasons, which are, or should be, of keen interest to U.S. policy makers. Naturally, the Middle East is one of them, always in the news with the latest crisis or crises demanding public attention.  Most proponents of the impending demise of the nation-state use the region’s travails as justification for their hypothesis. The evidence goes that three iterations of rulers have tried to carve some notion of unity out of the area with little or no success.  The Ottomans ruled over an empire that didn’t really recognize the idea of the nation state anyway so the foundation was built on boggy ground.  However, the French, British and Italians in the aftermath of the Great War attempted to carve out countries but did so almost without regard to religious, tribal, and ethnic sensibilities.  Geography mattered not.  After, the abysmal failure of the European experiment, it was the turn of the U.S. to cobble something out of the unnatural patchwork, or, as it turned out to try and keep things together. Disappointingly, the all-too-evident result has been decades of conflict, and a region riven by deep seated animosity amidst a complex web of deceits, alliances, and cooperation.
While the concept of the nation-state wastes away in the Middle East, it thrives, perhaps dangerously so, in East Asia.  Where member nations once looked to their internal affairs, fighting civil wars and attempting forlornly to thwart foreign intervention, they now look outward, spurred largely by capitalism and developed nationalism.  Referring back to the technology-enabled “shrunken geography,” social media, globalization, competing markets, and improvements in weapons systems, especially those related to the maritime and air domains, now mean that China and India effectively border each other. In this tension-filled atmosphere, the U.S. must carefully steer a mid-course between “avoiding a shooting war with the PRC, while preventing a “Finlandization” of South Korea, Taiwan, Vietnam, and the Philippines. In sum the “margin for error between doing nothing and sending in 100,000 troops is dangerously small.”
Europe is a different case in many ways to East Asia but similar in other important and troubling aspects. Russia’s actions in the Ukraine have rattled more than just sabers. Putin, who seems to have found a magic sauce for diplomatic machinations, would like nothing more than a fragile “soft zone” that runs from the Baltic to the Black Sea. Perceptions of waning U.S. interest, a teetering European Union, and a weakening and declining NATO, all encouraged by the Russian leader, will force nations to cut side deals, eventually “Finlandizing” them as well.  This represents a sharp turnaround in fortunes.  As recently as two decades ago, things must have looked very good for the likes of Poland and Rumania, riding high on a wave formed by the collapse of the Soviet Union.  Now, the Russians are well led, playing a strong hand, and guided by a vision, that is hostile to the Western world order harking back to better times for the Russians.  
In light of this multi-faceted and complex problem, U.S. policy makers and decision makers are well advised to demonstrate “caution, restraint, and strategic patience.”  Moreover, there is the opportunity to revitalize the U.S. as a rising power instead of sliding into becoming a declining one.  To do so, the U.S. will have to focus on the “conflicts it is likely to fight instead of the ones it wants to fight.”
A Better Strategy for Fighting ISIS
There is a general consensus that not enough is being done to combat the growing danger of Islamic State (IS[footnoteRef:2]) mostly because of an inability to clearly articulate the threat to the U.S. and its interests.  A broader perspective suggests the risks are considerable, directly impact regional stability, increase danger to service members serving abroad, and expand the threat of terrorism in the Homeland.  Frustratingly to Western observers, IS “looks good” to the more impressionable the farther from the seat of action they are, explaining in large measure the organization’s success in overseas recruiting in Europe, Asia, and even Australia. This ability to draw from a large, otherwise, disinterested pool of recruits, could be because IS is a movement more than it is an organization.  Al-Qaeda (AQ), by way of comparison, actually has recruiting standards where prospective members have to pass a battery of tests whereas “IS only requires enthusiasm.”  In the long term this may backfire on IS since it appears many IS members are merely criminals or the momentarily infatuated whose motivational stamina might be more fragile.[footnoteRef:3] [2:  For the purposes of this discussion IS includes ISIS (IS of Iraq and the Levant, and IS in Syria).  ]  [3:  This assertion does not seem to be borne out by events on the ground in either Syria or Iraq. If anything, IS members seem highly motivated while security forces, especially in Iraq, seem to lack the will to fight. Moreover, claims that the enemy lacks motivation or is on their last legs are as old as war itself.  ] 

However, the attractive power of IS is minimalized at great peril.  Unlike other “movements” IS intends to, and actually does govern.[footnoteRef:4]  Fundamentally, IS has to win and keep winning, whereas AQ in contrast only has to continue to survive.  But, the long delay in decisive blows against IS has given them the time needed to: establish themselves in safe havens; consolidate their reputation; and, to build up their reserves.  Consequently, despite strong evidence that coalition forces are quite good at killing IS members once they join, there is little evidence to suggest that a whole-of-government approach is very effective before a recruit commits to joining in a Holy War. [4:  In parts of Iraq IS provides something long missing—stability and certainty, and for many ordinary people this equates to security.  If the populace follows the rules they can get on with their lives. Compared to the alternative of an uncertain, ineffective, corrupt, and arbitrary central government, that in some eyes favors Iran’s interests, IS can look comparatively acceptable, see Tim Arangosis, “ISIS Transforming into Functioning State That Uses Terror as Tool,” New York Times, http://www.msn.com/en-us/news/world/isis-transforming-into-functioning-state-that-uses-terror-as-tool/ar-AAdgIOq, 21 July 2015.  See also, David Kilcullen, “Out of the Mountains: The Coming Age of the Urban Guerilla, ”(New York: Oxford University Press, 2013), 94-95.] 

In Iraq local defense forces “seem incapable of beating IS,” and have on several occasions been accused of lacking the requisite will to win.  Sunni distrust of Shia leadership has meant large scale abandonment of the government by a population that only a few years ago were at the center of the “Awakening.”  To many Sunnis, as bad as IS appears they are preferable to a sectarian government that is, in their eyes, dominated by Iran and supported by Shia militias.  Without at the very least a more representative government, the contemporary fracturing of Iraq reinforces the notion that there is a broad-based lack of understanding as to what the concept of Iraq really is.  
In many ways the same could be said about Syria leading to real concern as to the ability to put the country back together again after the current civil war. Indeed, it is not inconceivable that Syria with a much chastened Assad at its head may still be better than the alternative.  Iranian influence and meddling may actually be strengthened and encouraged as a result of the deal struck with the P5+1[footnoteRef:5] over Iran’s nuclear weapons program.  Still, the deal with Iran, if approved, will unsettle elements within Saudi Arabia and Israel.  From an American perspective the options are limited but probably on the right track in as much that a nuclear deal with Iran is the best of the not-so-good options available.  Concurrently while this Machiavellian mosaic of power politics is woven, the U.S. and its partners can continue to employ airpower, special operating forces, trainers and advisers to support and bolster local forces in Syria and Iraq.  Inevitably questions arise over current force levels, but they are more about the robustness of the forces rather than the method.  As mentioned previously though, “the U.S. uses a clock to measure time involved to respond to crisis while the players in the Middle East,” and everyone else so it seems, “uses a calendar.”  The best that may be achieved after all is said and done is that some stability in the form of “an acceptable level of violence” [footnoteRef:6] is restored to the region.   [5:  The five permanent members of the UN Security Council, namely China, France, Russia, the United Kingdom, and the United States, plus Germany.]  [6:  This is implied.] 

U.S. Energy and National Security
Diversification of supply, a cornerstone of U.S. energy policy faithfully and successfully followed for decades, will not insulate the country from price fluctuations in what remains a global market.  Detachment from affairs in the Middle East coincidental with the U.S. energy boom will still not affect the overall global price of oil to any great extent.  Gaining traction of renewables, advanced efficiencies in usage,[footnoteRef:7] and the efficacy of horizontal drilling and hydraulic fracturing (fracking) are all commendable advances.  However, the greatest vulnerability to the energy market is not the supply of energy but the grid by which the energy is supplied to consumers.  Profit driven enterprises find it difficult to justify investments in contingency measures that do not provide an immediate and quantifiable gain.  Moreover, since there is a lack of transparency regarding the threat to the grid,[footnoteRef:8] many entrepreneurs and business leaders are unaware of the true dangers to the energy system as a whole. [7:  Apparently, as a case in point, there has been a sharp rise in the number of natural gas (NG) users while the actual use of NG has dropped considerably. ]  [8:  By this, it was meant that government agencies concerned with national security are loath to give clues to potential attackers by way of disclosing vulnerabilities in the grid to private corporations.] 

Besides the apparent dangers from cyber or terrorism, the grid is also vulnerable because of the age of the infrastructure.  Much of the grid’s hardware has been built incrementally over a period of a hundred years.  Of this iterative construction, most of it came after regulatory legislation was passed in the late 1970s and before the advent of modern terrorism.  Consequently, the precautionary steps taken were done in response to the possibility of natural disasters like hurricanes and earthquakes not to the newer threats of cyber or terrorism. 
Along with aging infrastructure and the threat of domestic terrorism, the surge in U.S. production has also presented other challenges and forestalled policies.  By way of example, until recently there was a conscious move by industry and government away from the transportation of oil and gas by rail.  Moves were underway to shift the shipping of resources to pipelines, but many of these measures were eventually stalled by regulation or legislation largely over environmental and safety concerns. This together with the “oil and gas boom” has necessitated the transportation of resources back to rail, but in much increased quantities not foreseen a few years ago.  Combined with social media’s ability to expand incidents out of proportion, even the smallest accident takes on far greater importance than is warranted, creating the illusion that mishaps are more numerous than they really are, even though the number of mishaps is in fact declining.
Consequently, without comparable growth in infrastructure and safety protections there is a real danger that the energy boom underway in the U.S. could be dissipated.  Measures to extend the surge would include lifting the crude oil export embargo and reducing the size of the strategic petroleum reserve from 700 million barrels to 500 million barrels, selling the excess to the International Energy Agency (IEA).[footnoteRef:9]  Moves to the so-called “smart-grid” may not be sufficient since the smart-grid is still highly vulnerable to cyber-attack, suggesting that the only real “safety” rests in moving off the grid altogether.[footnoteRef:10] [9:  This suggests the 200 million barrels “excess” would be bought by the U.S. government, presumably (since it is already in the reserve), and then sold on to the IEA. If so, would such an act constitute government manipulation of the domestic oil market?]  [10:  This same point was made at the USA TRADOC sponsored “Mad Scientist” conference, Georgetown University in April 2015 by energy and information technology expert Scot Sklar who noted that “all data is hackable” and that as a consequence the “Smart Grid” is not that smart.] 

Iran: Deal or No Deal
Progress in negotiations aimed at preventing the Iranians from weaponizing a nuclear capability were made more difficult because at the root of it, the Iranians have no concept of the American democratic system.  Additionally, not only is Iran a dictatorship, it is not readily apparent just where the real power resides or who has the decisive vote in the negotiations, Ayatollah Khamenei or Javad Zarif.  Over the last ten years this ambiguity allowed the Iranians to constantly move the so-called “red-lines” managing to make a strong case out of a weak hand.  This shifting of the terms of potential agreements, misstatements by policy makers and negotiators has made the U.S. look weak and vacillating, downgrading as it has, its interests—and those of its allies, friends, and partners—in the hope of “getting an agreement at any price.”  Unfortunately, the alternatives to getting an agreement are not good either, and for the same reason that President Bush decided not to go to war in 2005 over Iranian nuclear capability, a deal that freezes Iran’s capabilities is “better than no deal at all.”[footnoteRef:11] [11:  This is almost the exact same case made in “Hiyatollah!” The Economist, 18 July 2015, 7.] 

The bottom line is, “the Iranians want to have their cake and to eat it too,” by having the sanctions lifted whilst retaining the ability to produce, at the time of their choosing, nuclear weapons.  From a U.S. perspective it may seem that holding the P5+1 together becomes more problematic unless there is compromise or at the very least a holding to the original tenets of the 2005 agreement.  At the same time as Iran is emboldened by a perceived U.S. retreat from the Middle East, Saudi Arabia and Israel have become more fearful as a result of their own calculations regarding U.S. commitment to the region.  In the end though, and to move things forward some faith will have to be placed in the so-called “snap back sanctions” should Iran stray too far from the agreement or deal.  Whether the appetite for such caveats could be depended upon was left unsaid.[footnoteRef:12] [12:  Doubts as to the ability of U.S. policy makers to marshal the requisite diplomatic power to reinstate sanctions should Iran not comply with the deal were raised in Jonathan S. Landay, “Here are Key Issues Congress Will Air as it Debates Iran Nuclear Deal,” http://www.mcclatchydc.com/news/nation-world/world/article28364314.html, 22 Jul 15.  ] 

All things considered, the best that can be hoped for is a more nuanced approach that recognizes that at some stage Iran will be able to acquire nuclear devices should it desire to do so, but that Iran is not in a position to be the strongest player in the region.
The Promise and Peril of Drones
Inconceivable just a few years ago except in science fiction movies and novels, it has become possible to “telecommute to war in a drone saturated world.”  But, even as technology continues to offer so much, investment in research and development, especially in the defense industry, but in the private sector too, is flattening out.  No longer are defense companies among the top twenty performing enterprises, and the rate that these defense-focused corporations are falling behind private businesses focused on the wider commercial market is alarming.  Not so long ago it was defense companies that led the way in innovation but now the best technology is coming from outside the scope of military spending.
Just as troubling is the trend toward defense monopoly[footnoteRef:13] as a result of fewer and fewer companies being able to enter a market with such high entry costs.  There are only a handful of companies that can build ships, aircraft, and submarines so dependent are they on highly skilled labor and management to manufacture fewer, but more specialized items.  Competition, such as it is comes in the supply of the sub-systems that support the major end items. [13:  The recent acquisition of Sikorsky by Lockheed reinforces the perception of fewer and fewer military oriented companies.  Mark Thompson, “As Lockheed Gobbles Up Sikorsky, Are Defense-Contractor Giants Getting Too Big?” http://time.com/3966756/lockheed-sikorsky/, 21 Jul 2015.] 

Paradoxically, the solution, at least to the eyes of the private sector and to some extent government might be loosening restrictions for overseas exports.  Unsurprisingly, this is a double edged sword wherein technology sales have the potential to better arm the Nation’s foes, while a refusal to relax export restrictions will see the continued diminution of the domestic defense industry as foreign rivals move in to fill the vacuum. This reluctance to face up to the reality of self-interest married to a sclerotic acquisition system that in no way mirrors the real effects of Moore’s Law, portends grim days ahead for companies focused largely on defense. 
As far as the next “big thing” on the horizon for “drones” is concerned a number of ideas were mulled regarding endurance, miniaturization of equipment and weapons, and aerial refueling.  Ultimately, the key to future unmanned systems is to focus on the weapon, rather than the platform.
2017 and beyond: An Agenda for the Next Administration
Demands on U.S. power are increasing even as doubts grow concerning commitment, capability, and the divisiveness of domestic politics.  At the same time there are other worries about old-fashioned approaches to the expanding domains of cyber and space and policies surrounding economics and energy.  Compounding this general unease is a sense that the risk of a great power conflict has quite suddenly become all too real.  Moreover, in the Middle East, the declining authority of the nation-state seems to auger new forms of governance that run counter to U.S. national interests, fanned to a great extent by what may well be “stalled globalization” and the oddity of energy abundance.  
Somehow the next president must address and update an international order that preserves U.S. interests while still reflecting traditional national values.  Selling the idea that the U.S. is still strong and relevant seems to be, at the moment, a tall order given the machinations of Putin in Russia, the aggrandizement of the PRC, and the uneven but dramatic successes of IS in the Middle East.  However, commonality of interest may be found even amongst the most unlikely of rivals but doing so will mean accommodating new players into the orbit of common action.  Russia, in its new-found role as international order “spoiler” might be expected to test the next president’s resolve on several fronts to include policies on drones, cyber, and space as well as in the Middle East, the Arctic, and in Europe. 
A functioning Washington D.C. where “politics stop at the water’s edge”[footnoteRef:14] is essential to successfully face up to the array of nefarious actors the next president is likely to face.  Increased reticence about the use of military force might favor a more holistic approach to the various crises that arise, and allow for more nuanced responses to situations that dangerously unsettle the current order. [14:  It is difficult to think of a time when politics ever stopped at the water’s edge.  Even the aftermath of Pearl Harbor and the attacks on the World Trade Center generated only fleeting unity. ] 

Conclusion:
Conceptually the shift or rebalance to the Pacific might be good strategy, but then, as they, say real life intervenes and reminds the observer of the aphorism that “you may not be interested in war, but war is interested in you.”[footnoteRef:15]  More accurately perhaps, is that conflict and crises as a series of ongoing struggles, albeit mostly “small” affairs, incorporating all strata of societies will continue and perhaps even increase.  What is more certain yet is that the crises that pop up in the next decade and beyond will for sure be where they are least expected. [15:  Often attributed to Leon Trotsky.] 

If the idea of the nation-state appears uncertain it is only because the focus of the world is on a part of the world least amenable to the construct in the first place.  Straight lines masquerading as borders drawn by foreign colonizers and imposed with little regard to the long term veracity of a country’s ability to become stable or to maintain a monopoly of force seem, with the benefit of hindsight, doomed to fail.  The ad hoc mixture of tribalism, ethnicity, sectarianism, and regional rivalry has made for a highly combustible material indeed.  Looking back and looking forward, it might seem clear that countries like Iran and Turkey have been handed a most fortuitous advantage.
However, making lemonade out of lemons is an American specialty.  Who, during the 1970s, would have thought the U.S. would be the largest energy producer in the world, struggling with how to handle its surplus without further destabilizing the Middle East, instead of wondering where the next gallon of gasoline is coming from?  Only one nation could have cobbled together a partnership of unwilling allies to deal with the toxicity of the Balkans, and carve out once antagonistic states that are now members of a common economic community or military alliance.  
But, by an order of magnitude, the ongoing crisis in the Middle East, the smoldering situation in the Pacific region, and the irksome behavior of the Russians are far more complex and dangerous.  After all, one nation-state is a nuclear power and so, probably, are its neighbors, while another nation-state, in what is surely one of the worst kept secrets in recent history, has pursued a nuclear weapons capability.  The Russian “wind-up merchant,” seemingly impervious to sanctions, banking on division and indecision, threatens to unravel the NATO alliance. 
Still, the only way forward in the Gordian knot that is the competing and parallel concerns of current and future diplomacy, where rivals are partners at one and the same time, is to seek common ground.  To an extent even greater than now, the future holds alliances, friendships, and partnerships that are uncomfortable, temporary and fleeting, held together by gossamer thin reeds of common interest.  The representative future could therefore be one where “…no Nation has friends, they only have interests.”[footnoteRef:16]   [16:  Charles De Gaulle.] 

Prepared by: Jeremiah D. Canty, Research Fellow, CETO, (703) 784 0451
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